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ABSTRACT 

 
ARTICLE INFO 

Data deduplication is one of important data compression techniques for eliminating 

duplicate copies of repeating data,and has been widely used in cloud storage to reduce 

the amount of storage space and save bandwidth. To protect the confidentiality of 

sensitive data while supporting deduplication, the convergent encryption technique 

has been proposed to encrypt the data before outsourcing. To better protect data 

security, this paper makes the first attempt to formally address the problem of 

authorized data deduplication. Different from traditional deduplication systems, the 

differential privileges of users are further considered in duplicate check besides the 

data itself. We also present several new deduplication constructions supporting 

authorized duplicate check in a hybrid cloud architecture. Security analysis 

demonstrates that our scheme is secure in terms of the definitions specified in the 

proposed security model. As a proof of concept, we implement a prototype of our 

proposed authorized duplicate check scheme and conduct testbed experiments using 

our prototype. We show that our proposed authorized duplicate check scheme incurs 

minimal overhead compared to normal operations. 
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I.  INTRODUCTION 

 Data deduplication is one of important data compression 

techniques for eliminating duplicate copies of repeating 

data, and has been widely used in cloud storage to reduce 

the amount of storage space and save bandwidth. To 

protect the confidentiality been proposed to encrypt the 

data before outsourcing. To better protect data security, 

this paper makes the first attempt to formally address the 

problem of authorized data deduplication. Different from 

traditional deduplication systems, the differential 

privileges of users are further considered in duplicate 

check besides the data itself. We also present several new 

deduplication constructions supporting authorized 

duplicate check in a hybrid cloud architecture. In the 

existing system first up all user need to register himself on 

website. After registration he will be able to login to 

website, when he will put his login credentials correctly 

the window opens saying that request the token to upload 

your file. 

If administrator accept request the file upload token will 

be sent automatically to the provided E-Mail, Enter the  

 

token you have if it matches with token which is send by 

E-Mail then user will be able to upload file to cloud 

server. 

You can upload multiple files to the server but when you 

are trying to upload same file again it will displays user a 

message that the file is already exists. It checks file 

content as well as name of file to display data duplication 

message. shortest path on a small portion of index. This 

important feature is thoroughly used in our solution, LTI. 

The experiments confirm that LTI is a Pareto optimal 

solution in terms of four performance factors for online 

shortest path computation. In the future Extend this 

solution on time dependent networks. This is a very 

interesting topic since the decision of a shortest path 

depends not only on current traffic data but also based on 

the predicted traffic circumstances. 

  

Materials and Methods: 

In this, we address the problem of privacy preserving de-

Duplication in cloud computing and new deduplication 

system supporting for, the 

• Differential Authorization: To perform duplicate 

check based on privilege of user is able to get his/her 
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individual token. Without aid from the private cloud 

server and for the duplicate check outs token cannot 

generate by the user. 

 

• Authorized duplicate check: Authorized user is 

able to use his/her individual private keys to generate 

query for certain file and the privileges he/she owned with 

the help of private cloud, while the public cloud performs 

duplicate check directly and tells the user if there is any 

duplicate. The security requirements considered in this 

paper lie in two folds, including the security of file token 

and security of data files. For the security of file token, 

two aspects are defined as un-forge ability and in-

distinguish ability of file token. The details are given 

below. 

 

• Unforgeability of file token/duplicate-check 

token: Unauthorized users without appropriate privileges 

or file should be prevented from getting or generating the 

file tokens for duplicate check of any file stored at the S-

CSP. The users are not allowed to collude with the public 

cloud server to break the unforgeability of file tokens. In 

our system, the S-CSP is honest but curious and will 

honestly perform the duplicate check upon receiving the 

duplicate request from users. The duplicate check token 

of users should be issued from the private cloud server in 

our scheme. 

 

• In distinguishability of file token/duplicate-check 

token. It requires that any user without querying the 

private cloud server for some file token, he cannot get any 

useful information from the token, which includes the file 

information or the privilege information. 

 

• Data Confidentiality. Unauthorized users without 

appropriate privileges or files, including the S-CSP and 

the private cloud server, should be prevented from access 

to the underlying plaintext stored at S-CSP. In another 

word, the goal of the adversary is to retrieve and recover 

the files that do not belong to them. In our system, 

compared to the previous definition of data confidentiality 

based on convergent encryption, a higher level 

confidentiality is defined and achieved. 

  

II. EXISTING SYSTEM ARCHITECTURAL 

DESIGN 

 
Fig: Existing System 

 

De-duplication performed by S-CSP by checking if the 

contents of two files are the same and stores only one of 

them. Based on the set of privileges, the access right of a 

file is defined. The exact definition of a privilege varies 

across applications. For example, we may define a role-

based privilege , according to job positions (e.g., Director, 

Project Lead, and Engineer), or we may define a time-

based privilege that specifies a valid time period (e.g., 

2014-01-01 to 2014-01-31) within which a file can be 

accessed. A user, say Alice, may be assigned two 

privileges “Director” and “access right valid on 2014-01- 

01”, so that she can access any file whose access role is 

“Director” and accessible time period covers 2014-01- 01. 

Each privilege is represented in the form of a short 

message called token. Each file is associated with some 

file tokens, which denote the tag with specified privileges. 

A user computes and sends duplicate-check tokens to the 

public cloud for authorized duplicate check. If the file is a 

duplicate, then all its blocks must be duplicates as well; 

otherwise, the user further performs the block-level 

duplicate check and identifies the unique blocks to be 

uploaded. Each data copy (i.e., a file or a block) is 

associated with a token for the duplicate check. 

 

• S-CSP. This is an entity that provides a data 

storage service in public cloud. The S-CSP provides the 

data outsourcing service and stores data on behalf of the 

users. To reduce the storage cost, the S-CSP eliminates 

the storage of redundant data via de-duplication and keeps 

only unique data. In this paper, we assume that S-CSP is 

always online and has abundant storage capacity and 

computation power. 

 

• Data Users. A user is an entity that wants to 

outsource data storage to the S-CSP and access the data 

later. In a storage system supporting de-duplication, the 

user only uploads unique data but does not upload any 

duplicate data to save the upload bandwidth, which may 

be owned by the same user or different users. In the 

authorized de-duplication system, each user is issued a set 

of privileges in the setup of the system. Each file is 

protected with the convergent encryption key and 

privilege keys to realize the authorized de-duplication 

with differential privileges. 

  

• Private Cloud. Compared with the traditional de-

our  schemes  are secure  in terms  of insider  and outsider 

 duplication architecture in cloud computing, this is a new 

entity introduced for facilitating user’s secure usage of 

cloud service. Specifically, since the computing resources 

at data user/owner side are restricted and the public cloud 

is not fully trusted in practice, private cloud is able to 

provide data user/owner with an execution environment 

and infrastructure working as an interface between user 

and the public cloud. The private keys for the privileges 

are managed by the private cloud, who answers the file 

token requests from the users. The interface offered by the 

private cloud allows user to submit files and queries to be 

securely stored and computed respectively. 
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Hybrid clouds generally having twin clouds (private cloud 

and public cloud). This architecture is used for data de-

duplication. For example, an enterprise might use a public 

cloud service, such as Amazon S3, for archived data, but 

continue to maintain in-house storage for operational 

customer data. Alternatively, the trusted private cloud 

could be a cluster of virtualized cryptographic co-

processors, which are offered as a service by a third party 

and provide the necessary hardware based security 

features to implement a remote execution environment 

trusted by the users. 

III. SYSTEM ARCHITECTURE 

 

Fig: System Architecture 

IV. RESULTS AND DISCUSSION 

 

From the final results of the designed system , we get the 

detailed information to Check de-duplication and upload 

the files, Fetching the Signs using Hashing Algorithm, 

Checking for Duplication, file uploading, file 

downloading and attacker trying to attack(block) the 

cloud. Detailed procedure of the proposed system is given. 

Based on this we confirm that securely authorized de-

duplication is successfully achieved with hybrid cloud 

approach. 

V. CONCLUSIONS 

In this paper, the notion of authorized data deduplication 

was proposed to protect the data security by including 

differential privileges of users in the duplicate check. We 

also presented several new deduplication constructions 

supporting authorized duplicate check in hybrid cloud 

architecture, in which the duplicate-check tokens of files 

are generated by the private cloud server with private 

keys. Security analysis demonstrates that attacks specified 

in the proposed security model. As a proof of concept, we 

implemented a prototype of our proposed authorized 

duplicate check scheme and conduct testbed experiments 

on our prototype. We showed that our authorized 

duplicate check scheme incurs minimal overhead 

compared to convergent encryption and network transfer. 
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